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Abstract—In recent times E-commerce has been growing rapidly 
across the world. While the industry in India is, still at its infancy i.e. 
remains low with respect to full potential of the market and one of the 
primary reasons is lack of confidence in the e-commerce transaction. 
Generally consumers are more concerned about losing their money, 
not obtaining what they ordered further payment security, product 
delivery, refunds and withdrawal conditions, unfair use of personal 
data and identity theft are equally important. 
For better growth of e-commerce industry in India greater customer 
choice and improved convenience are mandatory. Legislative 
instruments along with proper enforcement are the life line of 
consumers’ confidence in the marketplace.  It includes policy 
framework against misleading advertising, and unfair contract terms 
and protection against unfair use of personal data. 
This paper aims to explore the evolution of e-commerce in India; 
legislative instruments which  provide electronic transaction require 
protection and validity and finally will suggest measures for 
confidence building. 

1. BACKDROP 

As the Information technology come up with new and unique 
concept of internet the whole process of communication 
change throughout the world and equip both seller and 
consumers with new idea of commerce that is e-commerce 
which is one of the primary functions of internet technology 
together with knowledge sharing. 

Market equips consumers with plastic money (Debit/Credit 
Cards) and start offering and selling products and services 
online and with the passage of time it has become an integral 
part of everyday life which is started in India post 2000. But 
this process involves various steps and complex security codes 
through which transactions actually take place.  

A computer network with the help of protocol i.e. standard 
sets of rules which both machines have to follow if they want 
to ‘network’ with each other and computer machine after 
receiving instructions show output as result after processing 
and finally the whole data is available on internet which is 
worldwide series of connected computer networks. Thus, 
computer machine is a medium and internet is a global linked 
network. Any individual with access to the internet may take 
advantage of a wide variety of communication and 
information.i 

With growing number of internet users India is a prime 
location for the growth of the e-commerce sector and 
government of India also has approved projects to enhance 
connectivity at remote level to provide various services like e-
education, e-health, e-entertainment, and e-commerce and e- 
governance to people and business setup. This is further likely 
to boost e-commerce in India.  

2. E-COMMERCE 

E-Commerce is where electronic systems such as internet are 
used to transfer ownership or right to use goods or services. 
It’s a way of conducting business through Internet and other 
computer networks. It involves various functions such as: 

 Buying and selling of products or services 
 Electronic funds transfer, 
 Supply chain management, 
 Internet marketing, 
 Online transaction processing, 
 Electronic data interchange (EDI),  
 Inventory management systems, and  
 Automated data collection systems.  
 Exchange financial data to facilitate domestic and 

international business.  

3. TYPES OF E-COMMERCE 

 Business-to-business – One business unit provide certain 
services to another business unit in consideration of 
payment. 

 Business-to-consumer – Selling products and services 
online to consumers.  

 Consumer-to-business – Business houses pay to 
consumer for their product and service development 
ideas. 

 Consumer-to-consumer – Some sites provide platform 
to consumers to sell their belonging to another consumer 
e.g. Quikr and olx etc,ii 

 Growth story of e-commerce in India 
According to the data provided by Crsil, IAMAI, PwC 
analysis and Industry experts India’s e- commerce market is 
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laying down the procedure for certifying authorities for 
issuance of digital certificates along with appointment, 
functions and powers of controller and other certifying 
authorities.x 

6. BUILDING CONSUMER CONFIDENCE 

Competitiveness of the Indian economy is the basic objective 
and priority of the government and protection of consumer 
from unfair practices is one of the essential elements that 
facilitate the competitiveness. In addition to it its further 
success of e-commerce is also depend upon the mechanism 
dedicate for its protection and prevention from exploitation. 

In spite of rapid development in the growth of internet users 
various issues under e-commerce like online payment, product 
delivery, product information, warranty/guarantee schemes; 
refund and withdrawal option is continuing to suffer from lack 
of consumer confidence.  

Though at the outset, the prospect of conducting business 
through e-commerce may seem uncomplicated and 
economical, there are a variety of legal factors that an e-
commerce business must seriously consider and keep in mind 
before commencing and while carrying out its activities. 
Further, privacy and data protection issues have assumed great 
significance with the Indian Government notifying specific 
rules for data protection.  

So technology except from widens the scope of market also 
poses new challenges for the judicial system of the country 
almost in both civil and criminal wrong. Therefore legal 
system of the country should be competent to deal with new 
issues and give proper assurance to citizens that laws are 
stringent and enforcement is enough to give to give criminal 
require deterrence. 

7. MODES TO BUILT CONSUMER CONFIDENCE  

1. Statutory protection  

A. Information technology Act - 2000 & Information 
technology amendment Act – 2008 

B. Consumer protection Act – 1986 

Purpose of IT Act and ITAA – 2008: 

 Providing legal recognition for transactions carried out by 
means of EDI generally known as e-commerce. 

 Facilitating electronic filing of documents with the 
Government agencies  

 Protecting computer based crimes and ensuring best 
security practices and 

 To amend the Indian Penal Code, the Indian Evidence 
Act, 1872, the Bankers' Books Evidence Act, 1891 and 
the Reserve Bank of India Act, 1934 and for matters 
connected therewith or incidental thereto.” 

The Act shall not apply to the following:  
 A negotiable instrument as defined in Sec.13 of the 

Negotiable Instruments Act, 1881; 
 A power of attorney as defined in Sec.1A of the Powers 

of Attorney Act, 1882; 
 A trust as defined in Section 3 of the Indian Trusts Act, 

1882; 
 A Will as defined in Sec.2 (h) of the Indian Succession 

Act, 1925 including any other testamentary disposition by 
whatever name called; 

 Any contract for the sale or conveyance of immovable 
property or an interest in such property. 

 
Being the first of any such legislation on information 
technology, subject to extensive debates & reviews both 
favourable and critical, was finally amended in 2008 which 
expressly focussing on data privacy, digital signature 
technology and security practices for the corporate and the 
role of intermediaries etc,xi 

8. CONSUMER PROTECTION ACT - 1986 

In the absence any separate consumer protection law with 
respect to online transactions, Consumer protection Act 
regulate the relationship between consumers and service 
providers and products sellers therefore in case of any: 

 Deficiency in service  
 Defect in goods and 
 Occurrence of any unfair trade practice etc,   

 
Accused is liable to pay damages under Consumer protection 
Act- 1986. However free of cost services are excluded from 
the scope of this Act.  

Therefore in case of any online retailing of any products, 
buyer will be treated as consumer and appropriate authorities 
have jurisdiction according to the provisions of Consumer 
protection Act – 1986. 

In addition of above mentioned 2 statutes there are number of 
Rules which regulate e-market and protect consumers from 
misleading advertising, and unfair contract terms, 
transparency requirements on commercial communications, 
consumer grievance redress mechanism and data protection 
have been enacted by government to boost consumer 
confidence in e-commerce.xii 

2. Jurisdiction Issues 

Internet has made the world come closer in a lot of ways. 
Contracts are not limited to any particular state or region 
anymore. Therefore where there is a contract between two 
parties belonging to two different states following different 
law it is very important that there is a proper mechanism to 
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decide the jurisdiction, which law will be applied if a dispute 
occurs. 

Usually two approaches: 

A. Country of Origin Approach:  

Here jurisdiction is decided by identifying the location of the 
source of transaction i.e. where the offer of contract originally 
occurred the court there will have jurisdiction. 

B. Country of Destination Approach:  

This approach permits consumers to exercise the domestic 
protection available in their country. This approach is more 
inclined towards consumers as it gives them the option to 
bring suits under domestic laws in case of violation of cross-
border transactions over internet.xiii 

3. Regulatory authorities 

For the purpose of policy matters, R&D, promotion of IT, co-
ordination between different departments, regulation of license 
and to enhance the security of India's Communications and 
Information Infrastructure following authorities are 
responsible: 
 Department of Electronics and Information Technology, 

Ministry of Communications & Information Technology, 
Government of India 

 Controller of Certifying Authorities (CCA) 
 Cyber Appellate Tribunal 
 Indian Computer Emergency Response Team (ICERT)xiv 

 
4. Liability of intermediary 

IT Act also deal with liability of intermediary, telecom service 
providers, internet service providers, payment sites and cyber 
cafe etc, are termed as intermediary where as detailed 
definition is given under interpretation clause of IT Act. 

However exemptions from liability is also provided if 
requirements of section 79 are fulfilled in addition to it detail 
due diligence procedure provided by the government which is 
required to fulfil by intermediary to protect himself from any 
unwelcome liability.xv 

5. Payment security  

Receiving payment from consumers is one of the crucial parts 
of e-commerce transaction because consumer has fear of 
losing their card and PIN number which may cause to lose 
their money through any fraudulent process.  

In order to make the process of payment through debit and 
credit cards safe and secure, RBI has done a plausible job and 
issued various notifications and circulars (“Directives”) with 
respect to such transaction when cards are not present at the 
time of transaction which generally a case on e-commerce 
transaction. 

In card not present transactions additional authentication or 
validation and online alerts, irrespective of amount,  is 
mandatory which is based on such information that not 
available on the cards such as one time password (OTP), 
transaction password and account pairing.xvi 

6. E-commerce fraud 

E-commerce fraud has increased a lot in India. But most of the 
cases of fraud go unreported. This is mostly due to the lack of 
awareness of the public in the field of cyber law. The e-
commerce website which are operating in India has to fulfil 
requirements of Cyber law due diligence in India and 
internet intermediary liability.xvii Where these are not 
followed e-commerce websites which are operating in India 
attract penalties both civil and criminal. 

However there is no proper law to protect the Indian consumer 
from online frauds. In this regard the government has initiated 
the process to amend the Consumer Protection Act safeguard 
buyers from online frauds.xviii 

The most important point here is that any investigation or 
enquiry will occur only when some credible information is 
received relating to frauds. In India where the e-commerce 
customers are not aware of the legal provision the above said 
point hinders the proper protection of consumers. In other 
words till the time no one reports a fraudulent website can 
continue operating without any problem. 

Further there are not many cyber law firms which can assist 
the aggrieved customers. Due to which many of the fraudulent 
sites still remain out of the reach of the Indian law. 

In today’s time Section 420xix is applicable in seeking 
remedies from fraud, also in online frauds. No legislation can 
totally stop frauds, it will always be there. It can only be 
mitigated and controlled with proper vigilance by the state as 
well as the public. 

Complaints can be filed to the Securities and Exchange 
Board of India (SEBI) as well as the bank or the payment 
processor when one has been cheated out of a commercial 
transaction. 
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9. CONCLUSION 

E-commerce is the most growing platform of consumer 
purchasing having lots of benefits such as price, features, 
brand comparing and user review option etc, While due to 
absence of physical presence and fear of consumer to get 
cheated make reluctant them to buy products online therefore 
consumer confidence in e-tailing and protection of their 
interest is necessary for its optimum growth. 

Efficient legislative instruments are the first step toward 
building consumer confidence in e-commerce. Enforcement of 
consumer protection legislation is another challenge which 
demands organized enforcement authorities and their co-
ordination that can only effectively tackle the upcoming 
challenges/threats. 

To achieve highest economic growth and to eliminate the 
difficulties of buyer and seller is the primary aim of 
government and to realize it completely government need all 
round support from businesses engaged in e-commerce and 
consumer as well. 

Paying due regard to the interest of consumers, avoiding 
unfair business or marketing practices, avoiding unreasonable 
risk of harm to consumers and providing accurate or 
accessible information of product and services to consumers 
are the primary duty of businesses engaged in e-commerce.  

Above mentioned practices enable consumers to make an 
informed decision having full knowledge of associated risk 
and benefits which should be given to consumers before 
entering into the transaction. 

Government, media and educational institutions should also 
avail all possible way to educate consumers about relevant 
consumer protection laws and remedies in an easily accessible 
and lucid form. Further fair and timely dispute resolution 
through court of law, alternative dispute resolution (ADR) and 
other redressal mechanism without undue cost or burden will 
also serve the purpose.  

Finally the nature of e-commerce is more global rather than 
regional therefore effective consumer protection reflects 
proper communication and co-ordination between 
enforcement authorities at international level which can be 
achieved through cross border knowledge/information sharing, 
policing against unfair commercial conduct and multi-lateral 
agreements between participating nations with respect to 
mutual recognition for their respective policies and case laws.   

Therefore initiatives toward building consensus, both at the 
national and international levels, on core consumer protection 
issues and overall handling of the transaction will enhance 
consumer confidence and make the perception of consumer 
toward e-commerce positive and trustworthy. 
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